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The The HHubbis/Apiax Survey ubbis/Apiax Survey 
on on Data and Cross-border Data and Cross-border 
ComplianceCompliance for Asia’s Wealth 
Management Community
There is no doubt that there are numerous and intensifying 
compliance challenges across Asia, as regulators in each country and 
globally demand ever-higher standards of monitoring and reporting, 
greater individual and corporate accountability, and as they roll 
out ever more demanding compliance audits. At the same time, the 
banks and other wealth management firms are trying to enhance their 
understanding of compliance issues and the approach to handling 
challenges amongst their client-facing and administrative teams. 
The regulators and the organisations are together emphasising more 
training, greater expertise, more defined and rigorous standards, 
better management control, and increased and targeted - investment 
in new technologies and digital solutions. But technology presents 
somewhat of a conundrum - offering state-of-the-art delivery and 
communication, but at the same time the proliferation of personal data 
and the storage of it, as well as the exchange of such data between 
organisations make data compliance and hygiene ever more complex 
and more challenging for the top management at the banks and 
wealth advisory firms. The proliferation of data and of data compliance 
protocols demand not only carefully tuned internal and external 
processes, but also the increasing use of digital tools and solutions; 
if properly selected and integrated, these can help resolve many of 
the age-old and newer compliance challenges around data and cyber-
hygiene, but there are many false starts potentially, leading banks 
and other wealth management firms up dead ends. This means that 
they must adopt a highly strategic and immensely detailed approach 
to such digital solutions. Hubbis, with our exclusive partner, Swiss 
RegTech Apiax, conducted a short survey to elicit views from the Asian 
wealth management community centred on cross-border compliance 
challenges and on data security and hygiene. We have summarised the 
key findings in this short report, and set them amidst our assessment 
of some of the key broader compliance issues and considerations that 
the wealth industry in Asia should take on board.

https://www.hubbis.com/article/the-hubbis-apiax-survey-on-data-and-cross-border-compliance-for-asia-s-wealth-management-community
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In a global, digitised world 
replete with increasing layers of 
regulation at local, regional and 
global levels, vigilance is ever 
more essential. There are many 
headwinds facing the wealth 
management industry globally, 
especially the increasing levels 
of cross-border investment, the 
rising tide of regulation and the 
need for cyber-hygiene amidst 
the proliferation of digital 
technologies. All these factors 
create new risks and additional 
challenges for compliance. 

There is a global shift to 
supervision based on substance 
over form, transparency over 
opaqueness, of full disclosure 
and exchange of information over 
poor transparency. Accordingly, 
most wise investors will want to 
steer clear of opaque transactions, 
schemes and communications, 
and so also the advisors, who will 
increasingly be caught up in the 
regulatory nets. 

Remember - revenues first
But balance is also required for 
sustainable wealth management 
businesses; the onus of investment 
and staffing cannot entirely be 
on compliance. Private banks and 
wealth management firms need 
to balance commercial drive and 
objectives with client-centricity. 
Conduct, governance and account-
ability are key areas to consider, 
and the compliance teams need to 
work with the senior management 
and business generators to achieve 
a balanced perspective.

Compliance is a process, it is not 
a revenue generator, and it must 
therefore be handled in as busi-
ness-centric a manner as possible. 
Compliance teams should see 
themselves as helping to provide 
solutions that are aligned with the 

WHEN YOU ARE CONSIDERING A DIGITAL SOLUTION 
– WHAT IS YOUR BIGGEST MOTIVATOR?

Cost  

Efficiency  

Urgency for innovation / digitisation  

17%

58%

25%

It is clear from the replies that the quest for efficiency is far 
more important for the wealth management community in 
Asia than either the drive for greater digitisation or even to 
achieve cost savings. The implication is that those digital 
solutions that significantly enhance efficiency and scalability 
are going to be more in favour than those solutions that 
seem to offer either additional digital bells & whistles, or 
that purport to reduce costs. Nevertheless, the replies also 
indicate that both of these elements are important adjuncts 
to the key motivator of efficiency.   

commercial objectives of the busi-
nesses. They need to be engaged 
with the business heads and stimu-
late open discussion internally to 
find the optimal solutions.

The agile approach
Banks and wealth firms must 
also stay agile. Compliance 
professionals no longer work in 
a world of ticking boxes; their 
role is far more challenging and 
much more interesting than ever 
before. They must stay entirely 
current, especially as more agile 
technologies and methodology 
protocols are employed. 

The industry must, therefore, 
embrace change, not resist it. 

There is a danger that private banks 
and wealth management firms 
do not place enough emphasis 
on compliance across all aspects 
of their firms, in other words, 
that they see compliance as a 
silo that might be hidden away. 
However, compliance is required 
throughout every sphere of 
activity internally, as compliance 
teams must be vigilant across all 
areas of a bank, and all disciplines.

Choose your solutions 
wisely
Digital solutions can certainly help, 
but they can also represent digital 
challenges. In an increasingly 
digital environment at the banks 
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and other wealth management 
firms, new algorithms can help in 
a broad range of areas, from KYC/
onboarding to AML monitoring 
to real-time regulatory and data 
hygiene information, and so forth. 
However, at the same time, there 
are also huge risks relating to 
data security, identity theft and 
so forth, so compliance experts 
must involve themselves in the 
broadest sense to help ensure 
that technology and software 
solutions are both fit for purpose 
and secure.

Data must be carefully managed 
and retained. Compliance experts 
need to start advising their firms 
to build or re-build processes 
for recording data, recording 

calls, more detailed logging of 
transactions and agreements and 
so forth. And as much of this will 
be digitally enabled or enhanced, 
compliance must be part of that 
digital journey.

Digital can cut both 
ways
Digital compliance solutions are 
available, but they vary in their 
effectiveness. The best ones 
are designed to plug the many 
compliance gaps that wealth 
management providers face on 
a daily basis, especially when 
trying to tread through the 
minefields of data security and 
cross-border business. And the 
banks and advisory firms need 
to recognise throughout that 

HOW DO YOU OBTAIN CONTENT INFORMATION?

Via text-based legal opinions 
(fixed memos)  

Via phone or email  

All the content is obtained in 
digital format (e.g. via an app)  

20%

40%

40%

There is clearly a growing appetite for sourcing content 
information digitally, either in digital delivery format and/
or potentially via an app-based solution. And clearly, with a 
significant portion of content delivery still via plain vanilla 
formats, there is considerable potential for greater delivery 
in digital format.  
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HOW DO YOU SOURCE DATA PROTECTION 
REQUIREMENTS AND HOW DO YOU KEEP TRACK 
OF THE LATEST CHANGES IN RESPECTIVE LAWS 
AND REGULATIONS?   

Knowledge obtained by 
in-house counsel  

Legal opinions obtained from outside 
counsel (law firms)  

Consulting firms (e.g. big four)  

Other types of content provider  

Regulator

27%

27%

1%

36%

9%

although designed to optimise 
the investment advisory process, 
technology and automation may 
also expose businesses to huge 
compliance risks.  

Technology is, therefore, making 
compliance more complex and 
more challenging at the same 
time as providing digital tools to 
help successfully resolve both 
age-old and newer compliance 

challenges. Private banks and wealth 
management firms must rise to 
the challenges of digital KYC/
onboarding, AML monitoring, the 
expansion of digital platforms, the 
migration of data infrastructure 
to the Cloud, Artificial Intelligence, 
data security, cyber-crime and the 
pitfalls of cross-border business 
activity in a world of increasing 
regulatory complexity. 

There are evidently a number of sources used by Asia’s wealth 
management providers for data protection regulations and 
hygiene, with lawyers and in-house counsel the current main 
source of information and guidance. This would indicate that 
there is a significant gap in the provision of such information in 
which smart digital content and RegTech solutions providers 
can compete more effectively in the future.  
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HOW HAS YOUR INTERNAL DATA PROTECTION 
RELATED HEADCOUNT CHANGED IN THE PAST 12 
MONTHS? 

Increased by more than 20%  

Increased by less than 20 percent  

Decreased  

Remained the same  

28%

6%

13%

53%

From both of the survey questions below, it is evident that the 
wealth management industry participants in the region expect 
their data protection IT/compliance headcount to either remain 
similar to current levels, or increase, meaning incremental cost 
to the banks and other wealth industry participants. And as 
data protection is both a regulatory and financial sector hygiene 
requirement, and not a source of revenue generation, this implies 
yet more pressure on the cost base, at a time when there is a 
broad-based need to improve cost-income ratios.    

HOW DO YOU EXPECT YOUR INTERNAL DATA 
PROTECTION RELATED HEADCOUNT TO CHANGE 
IN THE NEXT 12 MONTHS? 

Increase by more than 20%  

Increase by less than 20 percent  

Decrease  

Remain the same  

20%

20%

6%

54%

Know your needs, 
understand the 
solutions
Compliance experts in the new 
world of wealth management must 
certainly be digitally savvy. In an 
increasingly digital world in which 
data is at ever-greater risk, compli-
ance professionals must be in tune 
and up to speed on all facets of the 
digital solutions. They do not need 
to be coding experts, but they 
need to be aware of the implemen-
tation, uses and risks relating to 
technology and digital solutions.

Individual and collective 
responsibility
Digital solutions must be aligned 
to good governance at the 
organisational and team and 
individual levels. Recommendations 
from the regulators, for example, 
the benchmark Monetary Authority 
of Singapore, are increasingly 
focusing on the need digital 
security and good practices, good 
conduct and governance amongst 
the financial community.

Be careful not to fall into the 
gap between expectation and 
outcomes. There is a lot of 
technology available today, but 
compliance teams should be 
sceptical as to their efficacy and 
security, as by some estimates 
there is as much as a one-third 
shortfall between mission and 
achievement in many systems and 
software. But the regulators will 
not likely continue to accept that 
sort of gap, so compliance experts 
must beware of those risks.
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Expert Viewpoints

We have briefly summarised some of the views 
from our respondents on the challenges they face 
in today’s environment from a compliance and 
regulatory perspective, and some views on solutions 
they are adopting:

 “Financial institutions (FIs) need to know/be aware of the cross 
border regulations so as not to run afoul of the laws of the various 
countries in which they wish to conduct business. FIs will need to 
set aside a budget for these areas, which can be costly.”

 “Transfer of data to outside Singapore (or the main jurisdiction) 
requires an understanding of the destination jurisdiction’s 
regulations around data privacy and protection. Sometimes we 
might be sharing the personal data of customers and then they 
subsequently withdraw their consent.”

 “The ever-changing regulatory landscape, keeping up with the 
changes in the different countries’ regulations, then monitoring the 
activities of representatives when they are in other jurisdictions or 
remotely communicating into those other jurisdictions.”

 “The movement of personal data which is stored in the ‘cloud’ 
facilities of vendors with data centres outside Singapore/or main 
jurisdiction presents challenges such as requiring dedicated servers 
with our vendors which results in higher costs of implementation.”

 “The data security of client sensitive information that may be 
residing on a ‘cloud’ platform or server that might be based offshore. 
With the pandemic situation, it makes it even more challenging to 
perform onsite inspections on service level agreements and data 
security controls.”

 “Lack of clarity. The standards of data protection requirements are 
not uniform across different jurisdictions in this region, unlike across 
the EU with GDPR across those respective countries.”

 “There are different data privacy rules in each APAC jurisdiction 
for us and the RMs to comply with. It is complex to understand 
how data is stored, obtained and transferred in light of conflicting 
regimes in APAC. And it is still unclear as to the local regulatory 
positions on cross border communications and marketing.”

 “It is costly to subscribe to websites on cross-border regulations, so 
if this can be readily available at an economical cost that will be a 
real positive.”

 “With everyone now working remotely, it makes it even more 
challenging to administer such cross-border activity and data 
protection training for our teams, or to have pertinent cross border 
requirements readily accessible for the RMs to conduct their business.”
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 “It is challenging to assess the impact of jurisdictional rules on 
e-banking/mobile banking platforms, especially when regulated 
activities and services are offered through these platforms.”

 “The use of technology is increasing – for example, name screening, 
training, registers, transaction monitoring, searches, and sanction 
screening tools.”

 “We are now using regulatory radar tools.”

 “We are in the process of onboarding a new CRM and portfolio 
system and see the usage and importance of digital tools 
increasing significantly.”

 “We have boosted the use and application of e-signature protocols 
internally and externally.”

WHAT ARE THE MOST FREQUENT AREAS THAT YOU 
NEED HELP WITH DATA PROTECTION ISSUES?

General implications when 
processing data  

General implications when 
transferring data  

Inventory of personal data

Both processing and 
transferring data

9%

64%

9%

18%

Roughly two-thirds of respondents indicated that their biggest 
data protection challenge relates to the transfer of data, in 
other words ensuring the appropriate protocol and security 
when moving data either within their banks or organisations, 
or receiving or delivering personal data to external parties. 
Again, this clearly opens the door to the provision of smart, 
focused, well-devised RegTech solutions.
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 Founded in 2017, Swiss RegTech Apiax is winning friends and clients amongst the major banks as well as 
amongst the medium-sized wealth management players. Apiax’s technology is designed to provide them with 
easy access to compliance knowledge and enable financial service providers in an increasingly regulated 
world to refocus on their core business objectives of providing their clients with high added value and unique 
experiences. Apiax’s team comprises legal, technology, and product veterans and the firm has offices in Zurich, 
Lisbon, London, and has recently established a new Asia hub in Singapore, which is progressing well, although 
perhaps not quite at the pace it would be had the pandemic not hit the world.   

 Key members of team Apiax, headed by four like-minded founders who in 2017 left prominent roles at UBS 
to create Apiax, see huge potential for digital transformation in the compliance area in Asia, where the 
Monetary Authority of Singapore has very recently awarded Apiax a prestigious Financial Sector Technology 
and Innovation (FSTI) Proof-of-Concept grant to support experimentation, development and dissemination of 
Apiax’s nascent innovative RegTech solutions.

 Hubbis recently conducted an interview with Philip Schoch, Co-Founder, Apiax. 

 You can read that interview HERE.

 CLICK here to visit the APIAX website. 

AND FINALLY, A FEW WORDS ABOUT APIAX

 In today’s world, with or without 
this ghastly pandemic, Asia’s 
wealth management industry will 
need to face up to the challenges 
of compliance across all facets 
of their business and operations. 
There are digital solutions 
available that will significantly 
enhance processes, activity and 
compliance around cross-border 
conduct and data hygiene. We 
must also acknowledge that 
there are plenty of dead-ends 
that banks and other wealth 
management firms might pursue 
in their quest for solutions, so 
taking the time to strategise 
on the challenges that need to 
be overcome and then identify 
the optimal solutions available 
are both utterly crucial to the 
efficient use of time and capital, 
and to ensure that the business 
end of the organisations can 
function in as seamless and 
unfettered manner as possible.

CONCLUSION

HAS THERE BEEN ANY EFFORT MADE IN YOUR 
ORGANISATION TO OBTAIN OR MANAGE DATA 
PROTECTION REQUIREMENTS IN A DIGITAL FORMAT?

No  

Yes (internal solution)  

Yes (external solution)  

42%

50%

8%

The evidence appears to be rather overwhelming that the Asian 
wealth management industry is rather an open book when it 
comes to digital solutions around data protection, as only 8% 
of those we canvassed indicated that their banks or their firms 
had sought external solutions. The door is clearly wide open 
for a significant rise in external, digital data protection support.   
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