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Welcome to Our 
SIX Sanctions Forum
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Building Smart Sanctions 
Strategies for Financial 
Institutions Active in the 
APAC Market
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Agenda:
SIX Sanctions 
Forum Singapore

1) Welcome & Introductions (5 minutes) 

2) Who is SIX? (5 minutes)

3) Presentation (30 minutes)
a) KYC/AML & Pre-Trade Securities Screening 
b) Indirect Sanctions Exposure 
c) Regulatory & Data Challenges
d) SIX offering

4) Q&A / Open Discussion (30 minutes)

5) Wrap up / Lunch 
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Who Is SIX



Sensitivity: C2 InternalSensitivity: C1 Public5

SIX operates the infrastructure for the Swiss 
financial center, thus ensuring access to the capital 
market and the flow of information and money 
between financial market players.

Our services and innovations enable our clients to 
excel in their core business, reduce costs and create 
more value.
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Exchanges

Banking Services

Securities Services

Third-largest stock exchange 
group in Europe

Smooth payment transactions

Unbeatable post-trade services  
from A to Z and more

Four Areas of 
Activity.

One Company. Financial Information

Data You Trust

SIX Swiss Exchange, BME 
Exchange, BME Derivatives 
Exchange, SIX Digital Exchange 
− Listing
− Trading
− Market Data

− Clearing
− Settlement and Custody
− Securities Finance
− Tax Services
− Trade Repositories

− Reference, Corporate Actions 
and Market Data

− Tax and Regulatory Services
− Indices
− ESG Data
− Display and Data Feed

− Cash
− Connectivity (Open Banking)
− Debit and Mobile Solutions
− Billing and Payments

Sensitivity: C3 Confidential

Presenter Notes
Presentation Notes
((Exchanges)) As operator of the Swiss stock exchange, and the Spanish stock exchange, we provide assistance with listing (of equities, fixed-income securities, ETFs/ETPs, and structured products) and trading (with all instruments). And with SIX Digital Exchange (SDX), we are defining the securities value chain of the future.�
((Securities Services)) Thanks to its pan-European reach, the Swiss and Spanish exchanges are ideally
positioned to optimize your settlement in the post-trading area and to minimize counterparty risk.
Industry experts value our infrastructure, our legal structure, as well as our product portfolio, and count it
among the best.�
((Financial Information)) As a global provider of financial information, SIX delivers high-quality reference,
rate, and corporate actions data, and provides regulatory services and indices.�
((Banking Services)) As the competence center for Swiss payment transactions, SIX supports banks with
innovative services in an increasingly digitalized world.
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Reference Data

Financial Data

Indices

Corporate Actions

Pricing and Market Data Historical Data

Thematic and Customized 
Indices (e.g. ESG) Swiss Indices

Nordic Indices Spanish Indices

Regulatory Services

Alternative Data and Insights

Investor Protection Services Tax & Compliance

Sanctions Regulatory Reporting

ESG ETF’s & Funds

Cloud DRM & iScanner

Global Coverage: 
>37m Instruments, 5000 sources 
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We Stay Close to Our Clients

Our over 4’000 employees 
are present in 20 countries 
on 5 continents.
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KYC/AML & Pre-Trade 
Securities Screening
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KYC, AML & Pre-Trade Sanctions Compliance

Pre-trade and portfolio monitoring 
are gaining in importance as:

Sectoral sanctions on financial 
instruments considering lifetime 
(EU 833/2014). 

OFAC 50% rule active since
14. Feb. 2008 (fined as of 2016, 
Barclays, Cobham Holdings, 
Standard Chartered).

Classic KYC/AML/Sanction 
Processes Focus On:

Existing business relationships 
with individuals and legal 
entities.

Incoming and outgoing 
domestic and foreign exchange 
transaction.

Classic 
KYC/AML/
Sanction 
Processes 

Pre-trade 
& Portfolio 
Monitoring 



Sensitivity: C2 Internal

30+ Global 
Sanctions

Cuba
Syria

Sectorial 
Sanctions 

Russia 
Crimea 

Ukraine
Donbas region

Energy & Mining 
Sector etc.

China
XPCC and 

Communiste
Chinese Military 

Companies

Successful Navigation of 
the Sanctions Landscape 

Is More Difficult 
Than Ever
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Sanction
Matrix

Added complexity due 
to regulators targeting 
different sanction 
regimes visualized in a 
“sanction matrix” …

AU CA CH EU OFAC UK NL UN HK SG JP

AFGHANISTAN   

AL-QAIDA         

BALKANS 

BELARUS     

BURMA 

BURUNDI     

CENTRAL AFRICAN REPUBLIC          

CUBA 

CHINA 

DARFUR  

DR CONGO           

EGYPT   

IRAN           

IRAQ           

IVORY COAST        

LEBANON 

LIBERIA 

LIBYA           

NORTH KOREA           

PALESTINE 

REPUBLIC OF GUINEA    

REPUBLIC OF GUINEA-BISSAU       

SOMALIA           

SOUTH SUDAN          

SUDAN           

SYRIA       

TALIBAN      

TUNISIA   

UKRAINE    

UKRAINE/RUSSIA      

VENEZUELA  

YEMEN          

ZIMBABWE      
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Sanctioned Securities Monitoring Service (SSMS) Process

SSMS to Client

Identify Associated
Companies & Securities

Domiciles

Companies

Individuals
Sanctions 
Directives

Aggregated 
Into a List

Sanctions 
Lists

OFAC

UN 

CH

CA

HK

EU

UK 

AU 

NL

SG 

…

Regulators

Analyze & 
Identify 

Connections
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Our
Sanctions
Radar

One of the most comprehensive coverage checks 
on the market. Our service monitors:

26,250
Analyzed changes per week 
such as regulator updates and 
shareholder changes.

1.8 Million+
Shareholder relations 
monitored by the system.

83
Suspected entities and 
individuals controlled by 
the sanctions team per daily 
run on average.

Million+
Financial 
Instruments

>400
Million+
Companies 
and Entities

65
Thousand+
Public Companies

150
Million+
Beneficial Owners

37
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Linking a Wealth of Information into
One All-Encompassing Service

Corporate
Actions

Security 
Underlying

Core Security 
Data

Companies
Structures

Beneficial
Ownerships

Regulator
Updates

Visible File Delivery

Effort to Produce the Delivery
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No Instrument Can Escape Your Scrutiny

Sanctioned Individual
(All individuals &

entities on the lists)

+50%

+50%

-50%

Indirectly Owned Company 
Not to be traded

+35%

+35%

…and put 
them on 

a list

+50%

Holding 
Company

Sister
Companies

Comprehensive 
Sanctions Content

We are looking at 
all connections…

…to find the 
financial 

instruments 
affected…

You 
get the data to 
match against 
your portfolio and 
pre-trade 
screening

-50%

Sanctioned Instruments

Securities

Linked Structured 
Products & Options

Linked ETF’s
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Narrative Statements for Optimal Decision Making

Not Sanctioned, 
but High Residual Risk

RU000A0JXU63
has been issued by VTB Bank PJSC 
which is linked to the sanctioned parent 
VTB by a direct or indirect ownership of 
50% at least. The security is a Money 
Market Instrument with a lifetime of 1 
day, thus it falls under sanctions 
exemptions for CA CH EU US Regimes, 
but could bring to an inherent residual 
risk under the provisions of e.g. OFAC 
FAQ 409ff. SIX recommends to consider 
the security restricted under the scope 
of CA CH EU US regulators. The security 
is Active.

RU000A0JU3L5 has been 
issued by Bank VTB 24 PAO 
which is linked to the 
sanctioned parent VTB by a 
direct or indirect 
ownership of 50% at least. 
Since the issuance took 
place after the sanctions 
effective date, the security 
is considered sanctioned 
under the provisions of CA 
CH EU US regulator(s). The 
security is Active.

INVEST OR NOT?

Not Sanctioned / 
Watchlist

RU000A0JPMT8
has been issued by Russian Agricultural 
Bank JSC which is linked to sanctioned 
parent ROSSELKHOZBANK by a direct or 
indirect ownership of 50% at least. 
Having been issued prior to sanctions 
taking effect or underlying specific 
sanctions regime, the security is NOT 
(yet) considered sanctioned at this 
stage. The security is Active and thus 
the status could change in the future.

Sanctioned

RU000A0JU3L5
has been issued by Bank VTB 24 PAO 
which is linked to the sanctioned parent 
VTB by a direct or indirect ownership of 
50% at least. Since the issuance took 
place after the sanctions effective date, 
the security is considered sanctioned 
under the provisions of CA CH EU US 
regulator(s). The security is Active.
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Indirect Sanctions Exposure
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Investment vehicles in scope per Executive Orders

2020 CMIC names indirect 
investments for 1st time

2023 OFAC FAQ 982 on Russia related 
indirect exposure
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What to search for in ETF’s
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Indirect
Exposure
in ETF’s

ETF linked to CMIC sanctions (Executive Order 13959).
5 components of the ETF are tainted in total.

ETF linked to Special Purpose Vehicle (“SPV”) linking unsanctioned issuer to 
sanctioned Ultimate Borrower.

Venezuela sanction linked ETF .
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Regulatory & Data Challenges
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Financial Market Sanctions Challenges

Russia 2022: Different application dates per regulator

− The Central Bank, National Wealth Fund, Ministry of finance of the Russian Federation

− US: Russia EO14024, Directive 1a, Securities issued after March 1

− EU: Article 5a, Securities issued after March 9

− UK 2019/855, Securities issued after March 1

− CH  946.231.176.72 - Article 18-4, Securities after March 14

− SG:  = SNR-N01-5 - 14/03/2022, Securities issued after March 14

How to handle different application dates?

US OFAC’s FAQ 1055 / UK Russia sanctions 18B: Data challenge

− Following US (United States) OFAC (Office for Foreign Assets Control) Executive Order (E.O.) E.O.14066, E.O.14068 and E.O.14071 [collectively, the 
respective E.O.s] and in conjunction with OFAC FAQ 1055, U.S. persons are prohibited from lending funds to, or purchasing an equity interest in, 
entities located outside of the Russian Federation when their revenues are predominantly derived from their investments in the Russian Federation.

How to approach: All Entities outside Russia that have solely subs in Russia are in scope?



Sensitivity: C2 Internal

Update EU

24

https://www.consilium.europa
.eu/en/press/press-
releases/2023/02/25/one-year-
of-russia-s-full-scale-invasion-
and-war-of-aggression-
against-ukraine-eu-adopts-its-
10th-package-of-economic-
and-individual-sanctions/

https://www.consilium.europa.eu/en/press/press-releases/2023/02/25/one-year-of-russia-s-full-scale-invasion-and-war-of-aggression-against-ukraine-eu-adopts-its-10th-package-of-economic-and-individual-sanctions/
https://www.consilium.europa.eu/en/press/press-releases/2023/02/25/one-year-of-russia-s-full-scale-invasion-and-war-of-aggression-against-ukraine-eu-adopts-its-10th-package-of-economic-and-individual-sanctions/
https://www.consilium.europa.eu/en/press/press-releases/2023/02/25/one-year-of-russia-s-full-scale-invasion-and-war-of-aggression-against-ukraine-eu-adopts-its-10th-package-of-economic-and-individual-sanctions/
https://www.consilium.europa.eu/en/press/press-releases/2023/02/25/one-year-of-russia-s-full-scale-invasion-and-war-of-aggression-against-ukraine-eu-adopts-its-10th-package-of-economic-and-individual-sanctions/
https://www.consilium.europa.eu/en/press/press-releases/2023/02/25/one-year-of-russia-s-full-scale-invasion-and-war-of-aggression-against-ukraine-eu-adopts-its-10th-package-of-economic-and-individual-sanctions/
https://www.consilium.europa.eu/en/press/press-releases/2023/02/25/one-year-of-russia-s-full-scale-invasion-and-war-of-aggression-against-ukraine-eu-adopts-its-10th-package-of-economic-and-individual-sanctions/
https://www.consilium.europa.eu/en/press/press-releases/2023/02/25/one-year-of-russia-s-full-scale-invasion-and-war-of-aggression-against-ukraine-eu-adopts-its-10th-package-of-economic-and-individual-sanctions/
https://www.consilium.europa.eu/en/press/press-releases/2023/02/25/one-year-of-russia-s-full-scale-invasion-and-war-of-aggression-against-ukraine-eu-adopts-its-10th-package-of-economic-and-individual-sanctions/
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Sanctioned Securities: Pre & Post Ukraine Invasion

Number of securities in 
scope grew from 24k to 
89k which is 262% 
growth

USA grew over 300%

Europe 200%

0

5000

10000

15000

20000

25000

30000

35000

US  CA  UK  EU  CH  AU  JP  SG

Pre-invasion Post-invasion
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Sanctioned Securities per Program

0 2000 4000 6000 8000 10000 12000

 EU
 US_SDN

 US_NON_SDN
 UK
 CA
 CH
 AU
 JP

 SG

BELARUS BELARUS_DOMICILED BELARUS_SECTORAL

CAATSA CMIC CRIMEA

CUBA FOREIGN_ELECTION_INTERFERENCE GLOBAL MAGNITSKY

IRAN MALICIOUS CYBER-ENABLED ACTIVITIES NORTH KOREA

RUSSIA_DOMICILED RUSSIA_ENERGY_SECTOR RUSSIA_MINING_AND_QUARRYING_SECTOR

RUSSIA_SDN RUSSIA_SECTORAL_2014 RUSSIA_SECTORAL_2022

RUSSIA_SECTORAL_SOVEREIGN SYRIA TERRORISM SANCTIONS REGULATIONS

UKRAINE UKRAINE - ANNEXED - OBLASTS VENEZUELA

WEAPONS OF MASS DESTRUCTION PROLIFERATORS SANCTIONS
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Q & A 
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SIX Offering
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How is SIX Delivering SSMS

6 days per week.

2 times per day.

4 Lists, full and delta files:
− Institutions
− Financial Instruments. 
− Structured Products.
− Options.
− Optional: ETF‘s.

CSV, XLS and XML.

E-Mail and SFTP.
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Granular Structured Data Delivered Twice-Daily

SSI ENTITY Link between the issuer 
identified and the actual 
SSI 

MATURITY DATE Date of maturity

ACTIVE FLAG Possible values «Not yet 
issued», «Inactive», «In 
liquidation/dissolution», 
«Active», «In default»

ISSUE DATE Issue date of 
concerned instrument

REASON FOR 
CHANGE

Description, why a 
Mutation has happened

SIX primary company 
identifier, Legal Entity 

Identifier, ISIN

COMPANY 
IDENTIFIER 

Link to the sanctioned 
mother company/ 

organization/individual

LINKS TO XYZ

Effective date for 
the Corporate Action 

identified

CORPORATE 
ACTION 

EFFECTIVE DATE 

Flag indicating if the 
company is issuing 

instruments

IS ISSUING

Institution short name for 
the company identified by 

the GK code

NAME DIRECT 
ISSUER 
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Time to Market:

• Push notification sent out to clients on updated sanction regulation
• Fast time to market, due to award winning SIX reference data
• Company structures onboarded prior to sanctions taking effect (no ex-

post onboarding like other vendors)

Flashmail
feature

SIX SSMS -Flashmail – Russia Ukraine 
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Build Your Package to Suit Your Business Needs

Sanctioned Securities Monitoring Service
Core Data Package
provides you with the 
granular structured data 
needed for your sanctions 
monitoring.

Cluster Munitions 
provides you with securities linked 
to prohibitive war material 
restrictions.

Regulatory add-ons 
get the Sanctions 
jurisdiction that is 
relevant to your business 
operational needs.

Marijuana Related Business 
(MRB)
provides you with securities linked 
to production, transportation and 
retail of marijuana products.

SSMS ETF
SSMS ETF scans Exchange Traded 
Funds for sanction breaches and 
outputs ETF’s that invest into 
sanctioned securities.

OFAC

UN

HK

CA

CH

EU

UK

AU

NL

SG

MRB 
Securities

Cluster 
Munitions

Core Data 
Package
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SSMS V2.0: Product Roadmap
Supporting Growth

Sanction / 
Regime 
extensions

Asset Class 
extension

Delivery 
Capabilities

Q1&2 
2023

Q3&4 
2023

Q1&2 
2024

Q3&4 
2024

20242023

Funds look 
through full 
universe 

Funds look 
through 
sanctions 
screening BPO 
based on client 
selection file

SSMS available 
in Web-API

Custom SSMS 
delivery for 
Moody’s Analytics 
for partner reseller 
model

Enhanced MRB 
classification 

SSMS ETF 
enhancement

New Zealand 
sanctions regime 
(in function of 
client demand)

SSMS available 
via SIX bulk API
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Sanctioned Securities Monitoring Service by SIX
Rewarded for Innovation & Excellence

A-Team RegTech
Insight

Best Solution for 
financial crime 2021

Buy-Side/Sell-
Side Technology

Best Buy-Side 
Compliance Product 2020

Best Sell -Side Compliance 
Product 2019, 2020

Waters Asia

Best KYC AML Service
2021, 2022

FTF News

Best Compliance Product
2021

A-Team Innovation

Best AML Financial 
Crime initiative 2022
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The Future of Finance Is Now

Thank you!
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This material has been prepared by SIX Group Ltd, its subsidiaries, affiliates and/or their branches (together, “SIX”) for the exclusive 
use of the persons to whom SIX delivers this material. This material or any of its content is not to be construed as a binding agreement, 
recommendation, investment advice, solicitation, invitation or offer to buy or sell financial information, products, solutions or services. 
It is solely for information purposes and is subject to change without notice at any time. SIX is under no obligation to update, revise or 
keep current the content of this material. No representation, warranty, guarantee or undertaking – express or implied – is or will be 
given by SIX as to the accuracy, completeness, sufficiency, suitability or reliability of the content of this material. Neither SIX nor any 
of its directors, officers, employees, representatives or agents accept any liability for any loss, damage or injury arising out of or in 
relation to this material. This material is property of SIX and may not be printed, copied, reproduced, published, passed on, disclosed or 
distributed in any form without the express prior written consent of SIX. 

© 2023 SIX Group Ltd. All rights reserved.

Disclaimer
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